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i-pickpocket
by Jane Waite and Paul Curzon, Queen Mary University of London

Victorian Hi-Tech
Contactless cards talk to the scanner by 
electromagnetic induction, discovered by 
Michael Faraday back in 1831. Changes 
in the current in a coil of wire, which for a 
contactless card is just an antenna in the 
form of a loop, creates a changing magnetic 
field. If a loop antenna on another device 
is placed inside that magnetic field, then 
a voltage is created in its circuit. As the 
current in the first circuit changes, that in 
the other circuit copies it, and information is 
passed from one to the other. This works up 
to about 10cm away. 
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Picking pockets 
at a distance
Contactless cards don’t require 
authentication like a PIN, to prove who is 
using them, for small amounts. Anyone with 
the card and a reader can charge small 
amounts to it. Worse, if someone gets a 
reader within 10cm of the bag holding your 
card, they could even take money from it 
without your knowledge. That might seem 
unlikely but then traditional pickpockets are 
easily capable of taking your wallet without 
you noticing, so just getting close isn’t hard 
by comparison! For that kind of fraud the 
crook has to have a legitimate reader to 
charge money. Even without doing that 
they can read the number and expiry date 
from the card and use them to make online 
purchases though. 

A man in the 
middle
Security researchers have also shown that 
‘relay’ attacks are possible, where a fake 
device passes messages between the 
shop and a card that is somewhere else. 
An attacker places a relay device near to 
someone’s actual card. It communicates 
with a fake card an accomplice is using in 
the shop. The shop’s reader queries the 
fake card which talks to its paired device. 
The paired device talks to the real card 
as though it were the one in the shop. It 
passes the answers from the real card back 
to the fake card which relays it on to the 
shop. Real reader and card get exactly the 
messages they would if the card was in the 
shop, just via the fake devices in between. 
Both shop and card think they are talking to 
each other even though they are a long way 
apart, and the owner of the real card knows 
nothing about it.

Block the field
How do you guard against contactless 
attacks? Never hand over your card, always 
ask for a receipt and check your statements. 
You can also keep your card in a blocking 
sleeve: a metal case that protects the card 
from electromagnetic fields (even using a 
homemade sleeve from tin foil should work). 
Then at least you force the pickpockets back 
to the Victorian, Artful Dodger style, method 
of actually stealing your wallet. 

Of course Faraday was a Victorian, so a 
contactless attack is actually a Victorian way 
of stealing too!

Contactless payments seem magical. But don’t get caught out by 
someone magically scanning your card without you knowing. Almost 
£7 million was stolen by contactless card fraud in 2016 alone...
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Hacking 

DNA
by Jo Brodie and Paul Curzon

DNA is the molecule of life. Our DNA stores the information of how to 
create us. Now it can be hacked.

The gene sequencer not only works out the 
sequence of DNA symbols. As it is a computer, 
it converts it into a binary form that can then 
be processed as normal. As DNA sequences 
are long, the sequencer compresses them. 
The attack made use of a common bug found 
in programs that malware often uses: ‘buffer 
overflow’ errors. These arise when the person 
writing a program includes instructions to set 
aside a fixed amount of space to store data, but 
then doesn’t include code to make sure only 
that amount of data is stored. If more data is 
stored then it overflows into the memory area 
beyond that allocated to it. If executable code is 
stored there, then the effect can be to overwrite 
the program with new malicious instructions.

When the gene sequencer reaches that 
malware DNA, the converted program emerges 
and is converted back into 1s and 0s. If those 
bits are treated as instructions and executed, 
it launches its attack and takes control of the 
computer that runs the sequencer. In principle, 
an attack like this could be used to fake results 
for subsequent DNA tests, subverting court 
cases, disrupt hospital testing, steal sensitive 
genetic data, or corrupt DNA-based memory.

Fortunately, the risks of exactly this attack 
causing any problems in the real world are 
very low but the team wanted to highlight the 
potential for DNA based attacks, generally. 
They pointed out how lax the development 
processes and controls were for much of the 
software used in these labs. The bigger risk 
right now is probably from scientists falling for 
spear phishing scams (see p16) or forgetting to 
change the default password on the sequencer. 

DNA consists of two strands coiling round 
each other in a double helix. It’s made of 
four building blocks, or ‘nucleotides’, labelled 
A, C, G, T. Different orders of letters gives 
the information of how to build each unique 
creature, you and me included. Sequences 
of DNA are analysed in labs by a machine 
called a gene sequencer. It works out the 
order of the letters and so tells us what’s in the 
DNA. When biologists talk of sequencing the 
human (or another animal or plant’s) genome 
they mean using a gene sequencer to work 
out the specific sequences in the DNA for 
that species. They are also used by forensic 
scientists to work out who might have been at 
the scene of a crime, and to predict whether a 
person has genetic disorders that might lead 
to disease.

DNA can be used to store information other 
than that of life: any information in fact. 
This may be the future of data storage. 
Computers use a code made of 0s and 1s. 
There is no reason why you can’t encode 
all the same information using A, C, G, T 
instead. For example, a string of 1s and 0s 
might be encoded by having each pair of bits 
represented by one of the four nucleotides: 00 
= A, 01 = C, 10 = G and 11 = T. The idea has 
been demonstrated by Harvard scientists who 
stored a video clip in DNA. 

It also leads to whole new cyber-security 
threats. A program is just data too, so 
can be stored in DNA sequences, for 
example. Researchers from the University of 
Washington have managed to hide a malicious 
program inside DNA that can attack the gene 
sequencer itself!
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Biosecurity 
break-in
Imagine the following situation (based on a 
scenario by Jean-Jacques Quisquater). A 
top secret biosecurity laboratory is protected 
so only authorised people can get in and 
out. The lab is at the end of a corridor that 
splits. Each branch goes to a door at the 
opposite end of the lab. These two doors are 
the only ways in or out. The rest of the room 
is totally sealed (see diagram). 

Now, Peggy claims she knows how to get in, 
and has told Victor she can steal a sample 
of the secret biotoxin held there if he pays 
her a million dollars. Victor wants to be sure 
she can get in, before paying. She wants to 
prove her claim is true, but without giving 
anything more away, and certainly not by 
showing him how she does it, or giving him 
the toxin. She doesn’t even want him to have 
any hard evidence he could use to convince 
others that she can get in, as then he could 
use it against her. How does she do it?

“I can get in”
She needs a Zero knowledge proof of her 
claim “I can get in”! Here is one way. Victor 
waits in the foyer, unable to see the corridor. 
Peggy goes to the fork, and chooses a 
branch to go down then waits at the door. 
Victor then goes to the fork, unable to see 
where she is but able to see both exit routes. 
He then chooses an exit corridor at random 
and tells Peggy to appear there. Peggy does, 
passing through the lab if need be.

If they do this enough times, with Victor 
choosing at random which side she should 
appear, then he can be strongly certain that 
she really does know how to get in. After all, 
that is the only way to appear at the other 
side. More to the point, he still cannot get 
in himself and even if he records everything 
he sees, he would have no way to convince 
anyone else that Peggy can get in. Even if 
he videod everything he saw, that would not 
be convincing proof. A video showing Peggy 
appearing from the correct corridor would 
be easy to fake. Peggy has shown she can 
get into the room, but without giving up the 
secret of how, or giving Victor a way to prove 
she can do it to anyone else.

So, strange as it seems, it is possible to 
prove you know a secret without giving 
anything more away about the secret. 
Thanks to Shafi and her co-researchers the 
idea is now a core part of computer security.

Shafi Goldwasser 
and Zero 
Knowledge
by Paul Curzon, Queen Mary University of London

Shafi Goldwasser is one of the greatest living computer scientists, 
having won the Turing Award in 2012 (equivalent to a Nobel Prize). 
Her work helped turn cryptography from a dark art into a science. If 
you’ve ever used a credit card through a web browser, for example, 
her work was helping you stay secure. Her greatest achievement, with 
Silvio Micali and Charles Rackoff, is the “Zero knowledge proof”. 

Zero knowledge proofs deal with the 
problem that, to be really secure, security 
protocols often need to prove that some 
statement is true without giving anything 
else away (see “You are what you know”). 
A specific case is where an agent (software 
or human) wants to prove they know some 
secret, without actually giving the secret up. 

Satisf y me this
There are three properties a zero knowledge 
proof must satisfy. Suppose Peggy is trying to 
convince Victor that some statement about a 
secret is true. Firstly, if Peggy’s statement is 
true then Victor must be convinced of this at 
the end. Secondly,  if it is not actually true, 
there must only be a tiny chance that Peggy 
can convince Victor that it is true. Finally, 
Victor must not be able to cheat in any way 
that means he learns more about the secret 
beyond the truth of the statement. Shafi and 
colleagues not only came up with the idea, 
but showed that such proofs, unlikely as they 
seem, were possible.
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You are what you know
“Carter headed into the trees, his hat pulled low. Up ahead was 
a dark figure, standing in the shadow of a tree. As he drew close, 
Carter gave the agreed code phrase confirming he was the new 
agent: “Could I borrow a match?” The dark figure, stepped away 
from the tree, but rather than completing the exchange as Carter 
expected, he pulled a silenced gun. Before Carter could react, 
he heard the quiet spit of the gun and felt an excruciating pain in 
his chest. A moment later he was dead. Felix put the gun away, 
and quickly dragged the body into the bushes out of sight. He 
then went back to waiting. Soon another figure approached, but 
from the other direction. This time it was Felix who gave the pass 
phrase, which he now knew. “Could I borrow a match?” The new 
figure confidently responded, “Doesn’t everyone use a lighter 
these days?” Felix hadn’t known what he would say, but was 
happy to assume this was Carter’s real contact. He was in.  
“Hello. I’m Carter.” ...

The trouble with using spy novel style passphrases to prove who you are is you still have 
to trust the other person. If they might have nefarious intentions, you want to prove who 
you are without giving anything else away. You certainly don’t want them to be able to 
take the information you give and use it to pretend to be you. Unfortunately, the above 
story is pretty much how passwords work, and why attacks like phishing, where someone 
sends emails pretending to be from your bank, are such a problem.

The story outlines the essential problem faced by all authentication systems trying to 
prove who someone is or that they possess some secret information. You give up the 
secret in the process to anyone there to hear. Security protocols somehow need ways 
one agent can prove to another who they are in a way that no one can masquerade as 
them in future. Creating a secure authentication system is harder than you might think! 
To do it well takes serious skill. What you don’t do is just send a password!

A simple solution for some situations is used by banks. Rather than ask you for a whole 
account number, they ask you for a random set of its digits: perhaps, the third, fifth and 
eighth digit one time, but completely different ones the next. Though they have learnt 
some of the secret, anyone listening in can’t masquerade as you as they will be asked 
for different digits when they do. Take this idea to an extreme and you get the “Zero 
Knowledge Proof”, where none of the secret is given up: possibly one of the cleverest 
ideas of computer science.

This is why 
phishing works
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To catch criminals you need to 
understand the criminal mind. 
You need to understand how they 
think and how they work. Jeremiah 
Onaolapo, a PhD student at UCL, 
has been creating cyber-honeypots 
and finding out how cybercriminals 
really operate.

The Cyber-
Security 

Honeypot
by Paul Curzon, Queen Mary University of London 

based on a talk by Jeremiah Onaolapo, UCL

  

Hackers share stolen user IDs and 
passwords on both open and hidden 
websites. But what do the criminals who 
use the accounts do when inside? If your 
webmail account has been compromised 
what will happen? Will you even know?

If someone hacks your account they will 
probably find lots of information they could 
use: other passwords, bank or shopping 
site details, personal images, links to cloud 
sites with yet more information about you... 
By making use of the information, they 
could cause havoc to your life. But what 
are cybercriminals most interested in? Do 
they use hacked accounts to send spam 
or phish for more details? Do they search 
for bank details, launch attacks elsewhere, 
... or something completely different? How 
do you even start to study the behaviour of 
criminals if you aren’t one? Jeremiah knew 
how hard it is for researchers to study issues 
like this, so he created some ‘honeypot’ tools 
that others can use too.

The police and spies have used honeytraps, 
stings and baits for a long time, and they 
are used in computer security too. You set 
up a situation so attractive that your target 
can’t resist falling into your trap. Jeremiah’s 
involved a set of webmail accounts. They 
aren’t just normal accounts though. They 
look real but are fake, with software built 
in that secretly records the activities of 
anyone accessing the account. They save 
any emails drafted or sent, details of the 
messages read, the locations the hackers 
come in from, and so on. They are full of 
real messages, sent and received, but with 
all personal details fictionalised. New emails 
sent from them aren’t actually delivered but 
just go into a sinkhole server - where they 
are stored for further study. This means that 
no successful criminal activity can happen 
from the accounts. A lot can be learnt about 
any cybercriminals though!
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They wanted 
to be able to 
keep using 
the accounts 
undetected 
for as long as 
possible.

Experiments
In an early experiment Jeremiah created 
100 such accounts and then leaked their 
passwords and user IDs in different ways: 
on hacker forums and web pages. Over 
7 months hundreds of hackers fell into 
the trap, accessing the accounts from 29 
countries. What emerged were four main 
kinds of behaviours, not necessarily distinct: 
the curious, the spammers, the gold diggers 
and the hijackers. The curious seemed to 
just be intrigued to be in someone else’s 
account, but didn’t obviously do anything 
bad once there. Spammers used the 
account to send vast amounts of spam 
email. Gold diggers went looking for more 
information like bank accounts. They were 
after personal information they could make 
money from, and tried to use each account 
as a stepping stone to others. Finally, 
hijackers took over accounts, changing the 
passwords so the real owner could no longer 
get in. The accounts were used for all sorts 
of purposes including attempts to use them 
to buy credit card details and in one extreme 
case to attempt to blackmail someone else.

Similar behaviours were seen in a second 
experiment where the account details were 
only released on hidden websites used by 
hackers to share account details. In only a 
month this set of accounts were accessed 
over a thousand times from more than 50 
countries. As might be expected these 
people were more sophisticated. More 
were careful to ensure they cleared up any 
evidence they had been there (not realising 
everything was separately being recorded). 
They wanted to be able to keep using the 
accounts for as long as possible, so tried 
to make sure no one knew the account 
was compromised. They also seemed to be 
better at covering the tracks of where they 
actually were.

The Good 
Samaritan
Not everyone seemed to be there to do bad 
things though. One person stood out. They 
seemed to be entering the accounts to warn 
people - sending messages from inside 
the account to everyone in the contact list 

telling them that the account had been 
hacked. That would presumably also mean 
those contacted people would alert the 
real account owner. There are still good 
samaritans!

Take care
One thing this shows is how important it is 
to look after your account details: ensure 
no one knows or can guess them. Don’t 
enter details in a web page unless you 
are really sure you are in a secure place 
both physically and virtually and never tell 
them to anyone else. Also change your 
passwords if it is possible they have been 
compromised, so they become useless.

And Cybercriminals... beware! That tempting 
account might just be a honeypot and you 
might just be the rat in the maze.
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I know where 
your cat lives 
by Jo Brodie, Queen Mary University of London

Imagine you are on the run, hoping not to 
be found. You would make sure no one took 
a photograph of you that showed where 
you were, but you might think you were 
safe enough if you weren’t standing next to 
a distinctive landmark. Think again. John 
McAfee (who was on the run from the Police 
at the time), was located by a photograph, 
but not because of anything visible in 
the picture. It was because of the hidden 
metadata attached to it. 

Metadata is all the indexing information that 
goes with data. So a film on DVD is actual 
data but the name of the film, the director, 
information about the actors, and so on - 
that’s its metadata. Similarly, the words you 
say in a phone call are the data, but who is 
calling who and from where is metadata. 

With photos (the data), the metadata 
includes where the photo was taken and 
the camera it was taken with. Smartphones 
track very precise location information, 
and, unless you switch this setting off, this 
metadata of where it was taken is saved with 
the picture. If the photo is uploaded to a 
website, the metadata is uploaded too, and 
that’s what happened to John McAfee. A 
journalist interviewed him and took a photo, 

Governments pass laws to protect their citizens privacy. They outlaw 
reading email, listening in to phone calls and accessing data without 
permission or a court order. If you really care about privacy though, 
you need to protect your ‘metadata’ too: data about data. The police 
and security services can learn a lot from metadata when they put their 
minds to it. Anyone else with access can too. You need to take care of 
yours (and that of your cat).

intending not to give away his whereabouts. 
However, he uploaded the photo which gave 
away the precise location in the metadata. 
This would have made it easier for law 
enforcement to catch up with him ... had he 
not found out about the location-leak first 
and made his escape in the nick of time.  

Location based services on smartphones are 
really useful. If you want to find out where 
you are, how far away something is, or use 
the inbuilt map apps on the phone to plan 
how to get somewhere, then you need to let 
the phone know where it is. But you might 
not want a photograph you take inside your 
home to share the information of where 
that house is to anyone who cares to know, 
stalkers and trolls included. 

The website “I know where your cat lives” 
aims to make more people aware of the 
information they give away unintentionally. 
Plenty of people share photographs of their 
gorgeous pets on the Internet. Most also 
unwittingly give away the precise latitude 
and longitude of where they live. The site 
collects publicly available cat photos with 
their metadata and plots them on an aerial 
photo map, showing where each cat’s photo 
has been taken, and so likely where the 
owner lives.

Explore 
Malte Spitz’s 
movements at
http://www.zeit.de/datenschutz/malte-
spitz-data-retention to get an idea of how 
your life is being tracked by metadata.

German Green party MP, Malte Spitz, went 
a step further and published 6 months of 
records kept (at the time by law) by his 
phone company about him. To emphasise 
how scary it was privacy-wise he published it 
in the form of a minute by minute interactive 
map, so anyone could  follow his exact 
location (just like the phone company) 
as though in real time from the location 
metadata his phone was giving away all the 
time. The metadata was combined with 
his freely available social networking data, 
allowing anyone to see not just where he 
was but often what he was doing. Germany 
no longer requires phone companies to keep 
this metadata, but other countries have anti-
terrorist laws that require similar information 
to be kept for everyone.

Don’t just look after your cat, look after your 
cat’s metadata too (not to mention your own)!



Crystal ball 
coupons
by Jane Waite, Queen Mary University of London

An outraged father in Minneapolis stormed 
into a supermarket chain complaining 
that his school-aged daughter was being 
sent coupons for baby clothes. The shop 
manager apologised … but later they found 
there was no mistake in the tiny tot offers. 
The teenager was expecting a baby but 
had not told her father. Her situation was 
revealed not by a crystal ball but by an 
algorithm. The shop was using Big Data 
processing algorithms that noticed patterns 
in her shopping that they had linked to 
“pregnant”. They had even worked out her 
likely delivery date. Her buying habits had 
triggered targeted marketing. 

When we use a loyalty card or an online 
account our sales activity is recorded. This 
data is added to a big database, with our 
details, the time, date, location and products 
bought (or browsed). It is then analysed. 
Patterns in behaviour can be tracked, our 
habits, likes, dislikes and even changes in 

Big companies know far more about you than you think. You have  
very little privacy from their all-seeing algorithms. They may even  
have worked out some very, very personal things about you, that  
even your parents don’t know...

9www.cs4fn.org

our personal situation deduced, based on 
those patterns. Sometimes this seems quite 
useful, other times a bit annoying, it can 
surprise us, and it can be wrong. 

This kind of computing is not just used to 
sell products, it is also used to detect fraud 
and to predict where the next outbreak 
of flu will happen. Our banking behaviour 
is tracked to flag suspicious transactions 
and help stop theft and money laundering. 
When we search for ‘high temperature’ our 
activity might be added to the data used 
to predict flu trends. However, the models 
are not always right as there can be a lot of 
‘noise’ in the data. Maybe we bought baby 
clothes as a present for our aunt, and were 
googling temperatures because we wanted 
to go somewhere hot for our holiday.

Whether the predictions are spot on or not 
is perhaps not the most important thing. 
Maybe we should be considering whether 
we want our data saved, mined and used 
in these ways. A predictive pregnancy 
algorithm seems like an invasion of 
privacy, even like spying, especially if we 
don’t know about it. Predictive analytics is 
big; big data is really big and big business 
wants our data to make big profits. Think 
before you click!

Algorithms 
linked her 
shopping 
patterns to 
“pregnant”

Keeping a lid on 
your data
by Paul Curzon, Queen Mary  
University of London

Many companies make money 
because we give them valuable 
stuff for free - our personal data.

As a result they have become the richest 
companies ever. If we want to use their 
services, we have to do it on their terms, 
whatever the cost. That means passing 
on all the data they demand. We do want 
services, so need alternatives that even 
out the balance of power. Hamed Haddadi 
previously of Queen Mary University of 
London, now Imperial College leads a team 
of researchers across London, Cambridge 
and Nottingham exploring a way to solve this 
problem: Databox.

Cloud-based apps upload your data to process 
elsewhere on corporate servers. That means 
all the data about you they use, like where 
you’ve been, who you talk to, when you switch 
your heating on, what you buy, your heartrate, 
and so on, is collected on their machines, in 
a data bin tagged as you. Once they have that 
raw information it’s out of your control. They 
can sell it on, process it and combine it with 
other data without your knowledge.

The idea of Databox is that it holds all the 
data generated about you, whatever apps 
create it. Companies do not get the chance 
to horde it, never mind share it. Instead 
of your raw data going to the cloud, to the 
corporate machines beyond your control, 
their applications come to your Databox 
and run there. The raw data like your health 
record and your location, never leaves. 
You download apps that you trust to your 
databox, and it makes sure they do not leak 
information. You have control.

Imagine an app that gives you health 
advice - tracking your step counts and 
location, your heart rate, and so on. You 
use it to get online diagnoses of illness. It 
knows all about your health and fitness, 
but also your location data - from which 
the algorithms decide who your friends 
are, drawing conclusions, where your 
favourite haunts are, perhaps deciding 
you are promiscuous, or are gay. The 
company sell that data to others who also 
buy data about your shopping habits and 
website visits, all without your knowledge. 
The insurance companies buy your 
data and draw conclusions about you, 
combined with their prejudice. Suddenly, 
you can’t get medical insurance anymore, 
but you have no idea why...
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Cyber Security at the Movies:  

by Paul Curzon, Queen Mary 
University of London

Rogue one 
Authentication

Spoiler Alert!
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In a galaxy far, far away cyber security matters. So much so, that the whole 
film Rogue One is about it. It is the story of how the rebels try to steal 
the plans to the Death Star so Luke Skywalker can destroy it. Protecting 
information is everything. The Empire screws up!

The Empire have lots of physical security 
to protect their archive: big hefty doors, 
Stormtroopers, guarded perimeters (round a 
whole planet), not to mention ensuring their 
archive is NOT connected to the galaxy-
wide network...but once Jyn and Cassian 
make it past all that physical security, what 
then? They need to prove they are allowed to 
access the data. They need to authenticate! 
Authentication is about how you tell who a 
person is and so what they are, and are not, 
allowed to do. The Empire have a high-tech 
authentication system. To gain access you 
have to have the right handprint. Luckily, for 
the rest of the series, Jyn easily subverts it.

Sharing a secret
Authentication is based on the idea that 
those allowed in (a computer, a building, 
a network,...) possess something that no 
one else has: a shared secret. That is all 
a password is: a secret known to only you 
and the computer. The PIN you use to lock 
your phone is a secret shared between you 
and your phone. The trouble is that secrets 
are hard to remember and if we write them 
down or tell them to someone else they no 
longer work as a secret.

A secure token
A different kind of authentication is based 
on physical things or ‘tokens’. You only get 
in if you have one. Your door key provides 
this kind of check on your identity. Your 
bank card provides it too. Tokens work as 
long as only people allowed them actually do 
possess them. They have to be impossibly 
hard to copy to be secure. They can also 
be stolen or lost (and you can forget to take 
them with you when you set off to save the 
Galaxy).

Biometrics
Biometrics, as used by the Empire, avoids 
these problems. They rely on a feature 
unique to each person like their fingerprint. 
Others rely on the uniqueness of the pattern 
in your iris or your voice print. They have the 

advantage that you can’t lose them or forget 
them. They can’t be stolen or inadvertently 
given to someone else. Of course for each 
galactic species, from Ewok to Wookie, you 
need a feature unique to each member of 
that species.

Just because Biometrics are high-tech, 
doesn’t mean they are foolproof, as the 
Empire found out. If a biometric can be 
copied, and a copy can fool the system, 
then it can be broken. The rebels didn’t 
even need to copy the hand print. They just 
killed a person who had access and put 
their hand against the reader. If it works 
when the person is dead they are just a 
token that someone else can possess. In 
real life 21st century Japan, at least one 
unfortunate driver had his finger cut off 
by thieves stealing his car as it used his 
fingerprint as the key! Biometric readers 
need to be able to tell whether the thing 
being read is part of a living person.

The right side of the door
Of course if the person with access can be 
coerced, biometrics are no help. Perhaps 
all Cassian needed to do was hold a blaster 
to the archivist’s head to get in. If a person 
with access is willing to help it may not 
matter whether they have to be alive or not 
(except of course to them). Part of the flaw 
in the Empire’s system is that the archivist 
was outside the security perimeter. You 
could get to him and his console without any 
authentication. Better to have him working 
on the other side of the door, the other side 
of the authentication system. 

Anything one can do ...
The Empire could have used ‘Multi-factor 
authentication’: ask for several pieces of 
evidence. Your bank cashpoint asks for a 
shared secret (something you know - your 
PIN) and a physical token (something you 
possess - your bank card). Had the Empire 
asked for both a biometric and a shared 
secret like a vault code, say, the rebels 

would have been stuffed the moment they 
killed the guy on the door. You have to be 
careful in your choice of factors too. Had the 
two things been a key and handprint, the 
archive would have been no more secure 
than with the handprint alone. Kill the guard 
and you have both.

We’re in!
A bigger problem is once in they had access 
to everything. Individual items, including 
the index, should have been separately 
protected. Once the rebels find the file 
containing the schematics for the Death Star 
and beam it across the Galaxy, anyone can 
then read it without any authentication. If 
each file had been separately protected then 
the Empire could still have foiled the rebel 
plot. Even your computer can do that. You 
can set individual passwords on individual 
files. The risk here is that if you require more 
passwords than a person can remember, 
legitimate people could lose access.

Level up!
Levels help. Rather than require lots of 
passwords, you put documents and people 
into clearance levels. When you authenticate 
you are given access to documents of 
your clearance level or lower. Only if you 
have “Top Secret” clearance are you able 
to access “Top Secret” documents. The 
Empire would still need a way to ensure 
information can never be leaked to a lower 
clearance level area though (like beaming it 
across the galaxy). 

So if you ever invent something as 
important to your plans as a Death Star, 
don’t rely on physical security and a simple 
authentication system. For that matter, don’t 
put your trust in your mastery of the Force 
alone either, as Darth Vader discovered 
to his cost. Instead of a rebel planet, your 
planet-destroying-planet may just be 
destroyed itself, along with your plans for 
galactic domination.

Spoiler 
Alert!

Spoiler Alert!
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Just between  
the two of us
by Peter McOwan, Queen Mary University of London

The secret 
codes of 
Mentalism 
In the 1950’s Australian couple 
Sydney and Lesley Piddington took the 
entertainment world by storm. They 
had the nation perplexed, puzzled and 
entertained. They were seemingly able 
to communicate telepathically over great 
distances. It all started in World War 2 
when Sydney was a prisoner of war. To 
keep up morale, he devised a mentalism 
act where he ‘read the minds’ of other 
soldiers. When he later married Lesley 
they perfected the act and became an 
overnight sensation, attracting BBC 
radio audiences of 20 million. They 
communicated random words and objects 
selected by the audience, even when 
Lesley was in a circling aeroplane or 
Sydney was in a diving bell in a swimming 
pool. To this day their secret remains 

unknown, though many have tried to 
work it out. Perhaps they used a hidden 
transmitter. After all that was fairly new 
technology then. Or perhaps they were 
using their own version of an old mentalism 
trick: a code to transmit information hidden 
in plain sight.

Sounds 
mysterious 
Sydney had a severe stutter, and some 
suggested it was the pauses he made in 
words rather than the words themselves that 
conveyed the information. Using timing and 
silence to code information seems rather 
odd, but it can be used to great effect. 

In the phone trick ‘Call the wizard’, for 
example, a member of the audience 
chooses any card from a pack. You then 
phone your accomplice. When they answer 
you say “I have a call for the wizard”. Your 

friend names the card suits: “Clubs ... spades 
... diamonds … hearts”. When they reach the 
suit of the chosen card you say: “Thanks”. 

Your phone friend now knows the suit 
and starts counting out the values, Ace to 
King. When they reach the chosen card 
value you say: “Let me pass you over”. 
Your accomplice now knows both suit and 
value so dramatically reveals the card to the 
person you pass the phone to.

This trick requires a shared understanding 
of the code words and the silence between 
them. When combined with the background 
count, information is passed. The silence is 
the code. 

Timing can similarly be used by a 
program to communicate covertly out of 
a secure network. Information might be 
communicated by the time a message is 
sent rather than its contents, for example.

Secret information should stay secret. Beware ‘covert channels’ 
though. They are a form of attack where an illegitimate way of 
transferring information is set up. Stopping information leaking 
is a bit like stopping water leaking - even the smallest hole can 
be exploited. Magicians have been using covert channels for 
centuries, doing mentalism acts that wow audiences with their 
‘telepathic’ powers.
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Codes on  
the table
Covert channels can be hidden in the 
existence and placement of things too. 
Here’s another trick.

The receiving performer leaves the room. A 
card is chosen from a pack by a volunteer. 
When the receiver arrives back they are 
instantly able to tell the audience the name 
of the card. The secret is in the table. Once 
the card has been selected, pack and box 
are replaced on the table. The agreed code 
might be:

If the box is face up and its flap is closed: Clubs.

If the box is face up and its flap is open: Spades.

If the box is face down and its flap is closed: 
Diamonds. 

If the box is face down and its flap is open: 
Hearts.

That’s the suits taken care of. Now for the 
value. The performers agree in advance 
how to mentally chop up the card table into 
zones: top, middle and bottom of the table, 
and far right, right, left and far left. That’s 3 x 
4 unique locations. 12 places for 12 values. 
The pack of cards is placed in the correct 
pre-agreed position, box face up or not, flap 
open or closed as needed. What about the 
13th possibility? Have the audience member 
hold their hand out flat and leave the cards 
on it for them to ‘concentrate’ on.

Again a similar idea can be used as a 
covert channel to subvert a security system: 
information might be passed based on 
whether a particular file exists or not, say.

Making it up as 
you go along 
These are just a couple of examples of 
the clever ideas mentalists have used to 
amaze and entertain audiences with feats of 
seemingly superhuman powers. The cs4fn 
website has more. Some claim they have 
the powers for real, but with two dedicated 
performers and a lot of cunning memory 
work, it’s often hard to decipher performers’ 
methods. Covert channels can be similarly 
hard to spot.

Perhaps the Piddingtons secret was actually 
a whole range of different methods. Just 
before she died Lesley Piddington is said to 
have told her son, “Even if I wanted to tell 
you how it was done, I don’t think I would be 
able”.  How ever it was done, they were using 
some form of covert channel to cement their 
place in magic history. As Sydney said at the 
end of each show “You be the judge”.

Cards on  
your mind
You ask a group of four of your friends 
to help in an experiment in thought 
transmission. You first hand them a list 
of 15 numbers and ask them to chose a 
target number at random from the list. 
Your friends are then given cards which 
contain a jumble of numbers and letters. 
They stand in a line facing you, cards 
hidden from your sight. Concentrating on 
the chosen target number they transmit 
their thoughts and you are able to 
correctly state the chosen number.

Find out how at www.cs4fn.org/magic/
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Hiding in 
Elizabethan 
Binary 

by Paul Curzon, Queen Mary University of London
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Hiding in 
Elizabethan 
Binary 

The Tudor and Stuart eras were a time of 
plot and intrigue. Perhaps the most famous 
is the 1605 Gunpowder plot where Guy 
Fawkes tried to assassinate King James I 
by blowing up the Houses of Parliament. 
Secrets mattered! In his youth Bacon had 
worked as a secret agent for Elizabeth I’s 
spy chief, Walsingham, so knew all about 
ciphers. Not content with using those that 
existed he invented his own. The one he is 
best remembered for was actually both a 
cipher and a form of steganography. While a 
cipher aims to make a message unreadable, 
steganography is the science of secret 
writing: disguising messages so no one but 
the recipient knows there is a message there 
at all.

A Cipher ...
Bacon’s method came in two parts. The first 
was a substitution cipher, where different 
symbols are substituted for each letter of the 
alphabet in the message. This idea dates 
back to Roman times. Julius Caesar used a 
version, substituting each letter for a letter 
from a fixed number of places down the 

The great Tudor and Stuart philosopher Sir Francis Bacon was a 
scientist, a statesman and an author. He was also a pretty decent 
computer scientist. In the year of the Gunpowder plot, he published a 
new form of cipher, now called Bacon’s Cipher, invented when he was 
a teenager. Its core idea is the foundation for the way all messages are 
stored in computers today.

alphabet (so A becomes E, B becomes F, and 
so on). Bacon’s key idea was to replace each 
letter of the alphabet with, not a number or 
letter, but it’s own series of a’s and b’s (see 
the cipher table). The Elizabethan alphabet 
actually had only 24 letters so I and J have 
the same code as do U and V as they were 
interchangeable (J was the capital letter 
version of i and similarly for U and v).

In Bacon’s cipher everything is encoded in 
two symbols, so it is a binary encoding. The 
letters a and b are arbitrary. Today we would 
use 0 and 1. This is the first use of binary 
as a way to encode letters (in the West at 
least). Today all text stored in computers is 
represented in this way - though the codes 
are different - it is all Unicode is. It allocates 
each character in the alphabet with a binary 
pattern used to represent it in the computer. 
When the characters are to be displayed, 
the computer program just looks up which 
graphic pattern (the actual symbol as drawn) 
is linked to that binary pattern in the code 
being used. Unicode gives a binary pattern 
for every symbol in every human language 
(and some alien ones like Klingon).

Steganography
The second part of Bacon’s cipher system 
was Steganography. Steganography dates 
back to at least the Greeks, who supposedly 
tattooed messages on the shaved heads of 
slaves, then let their hair grow back before 
sending them as both messenger and 
message. The binary encoding of Bacon’s 
cipher was vital to make his steganography 
algorithm possible. However, the message 
was not actually written as a’s and b’s. Bacon 
realised that two symbols could stand for any 
two things. If you could make the difference 
hard to spot, you could hide the messages. 
Bacon invented two ways of handwriting each 
letter of the alphabet - two fonts. An ‘a’ in the 
encoded message meant use one font and a 
‘b’ meant use the other. The secret message 
could then be hidden inside an innocent 
one. The letters written were no longer the 
message, the message was in the font used. 
As Bacon noted, once you have the message 
in binary you could think of other ways to 
hide it. One way used was with capital and 
lower-case letters, though only using the first 
letter of words to make it less obvious.

Suppose you wanted to hide the message 
“no” in the innocuous message ‘hello world’. 
The message ‘no’ becomes ‘abbaa abbab’. 
So far this is just a substitution cipher. Next 
we hide it in, ‘hello world’. Two different 
kinds of fonts are those with curls on the 
tails of letters known as serif fonts and like 
this one and those without curls known as 
sans serif fonts and like this one. We can use 
a sans serif font to represent an ‘a’ in the 
coded message, and a serif font to represent 
‘b’. We just alternate the fonts following the 
pattern of the a’s and b’s: ‘abbaa abbab’. 
The message becomes 

sans serif, serif, serif, sans serif, sans serif, 
sans serif, serif, serif, sans serif, serif. 

Using those fonts for our message we get the 
final mixed font message to send: 

hello world

Bacon the 
polymath
Bacon is perhaps best known as one 
of the principal advocates for rigorous 
science as a way of building up 
knowledge. He argued that scientists 
needed to do more than just come up with 
theories of how the world worked, and 
also guard against just seeing the results 
that matched their theories. He argued 
knowledge should be based on careful, 
repeated observation. This approach is the 
basis of the Scientific Method and one of 
the foundation stones of modern science. 

Bacon was also a famous writer of the 
time, and one of many authors who has 
since been suggested as the person who 
wrote William Shakespeare’s plays. In 
his case it is because they claim to have 
found secret messages hidden in the plays 
in Bacon’s code. The idea that someone 
else wrote Shakespeare’s plays actually 
started just because some upper class folk 
with a lack of imagination couldn’t believe 
a person from a humble background 
could turn themselves into a genius. How 
wrong they were!

A Poem about 
recursion
Here is a poem about recursion for you to 
contemplate, written by Victorian logician 
Augustus De Morgan (who was the Maths 
tutor of ‘first programmer’ Ada Lovelace):

Great fleas Have Lesser Fleas,

upon Their backs To Bite’em,

And Lesser Fleas Have Lesser fleas,

And So, Ad infinitum.

and Those great Fleas, Themselves, In turn 

Have Greater Fleas To go On; 

while Those Again have Greater still, 

And greater Still, And So on.

Plaintext  
& Ciphertext
A  aaaaa

B  aaaab

C  aaaba

D  aaabb

E  aabaa

F  aabab

G  aabba

H  aabbb

I, J  abaaa

K  abaab

L  ababa

M  ababb

N  abbaa

O  abbab

P  abbba

Q  abbbb

R  baaaa

S  baaab

T  baaba

U, V  baabb

W  babaa

X  babab

Y  babba

Z  babbb
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You arrive in your holiday 
hotel and ask about Wi-Fi. 
Time to finish off your online 
game, connect with friends, 
listen to music, kick back  
and do whatever is your online 
thing. Excellent! The hotel  
Wi-Fi is free and better still 
you don’t even need one of 
those huge long codes to 
access it. Great news, or is it? 

You always have to be very cautious 
around public Wi-Fi whether in hotels 
or cafes. One common attack is for the 
bad guys to set up a fake Wi-Fi with 
a name very similar to the real one. If 
you connect to it without realising, then 
everything you do online passes through 
their computer, including all those 
user IDs and passwords you send out 
to services you connect to. Even if the 
passwords they see are encrypted, they 
can crack them offline at their leisure.

Piracy on the
open Wi-fi 

by Jane Waite, Queen Mary University of London

Things just got more serious. A group 
has created a way to take over hotel 
Wi-Fi. In July 2017, the FireEye security 
team found a nasty bit of code, malware, 
linked to an email received by a series 
of hotels. The malware was called 
GAMEFISH. But this was no game and 
it certainly had a bad, in fact dangerous, 
smell! It was a ‘spear phishing’ attack on 
the hotel’s employees. This is an attack 
where fake emails try to get you to go to 
a malware site (phishing), but where the 
emails appear to be from someone you 
know and trust.

Once in the hotel network, so inside the 
security perimeter, the code searched 
for the machines running the hotel’s Wi-
Fi and took them over. Once there they 
sat and watched, sniffing out passwords 
from the Wi-Fi traffic: what’s called a 
man-in-the-middle attack. 

The report linked the malware to a very 
serious team of Russian hackers, called 
FancyBear (or APT28), who have been 
associated with high profile attacks on 
governments across the world. GAMEFISH 
used a software tool (an ‘exploit’) called 
EternalBlue, along with some code that 
compiled their Python scripts locally, to 
spread the attack. Would you believe, 
EternalBlue is thought to have been 
created by the US Government’s National 
Security Agency (NSA), but leaked by a 
hacker group! EternalBlue was used in the 
WannaCry ransomware too (see right). 

This may all start to sound rather like a far-
fetched thriller but it is not. This is real! So 
think before you click to join an unsecured 
public Wi-Fi. 



www.cs4fn.org 17

WannaCry 
by Jane Waite, Queen Mary University of London

In May 2017, over 200,000 computers 
across 150 countries were infected by the 
WannaCry ransomware. This included 70,000 
devices in hospitals in England and Scotland 
that were put out of commission. Medical 
operations were cancelled, MRI scanners, 
theatre equipment even fridges that stored 
blood were attacked. Demanding payment by 
bitcoin, the internet currency, devices were 
‘locked’, displaying a message telling the user 
to pay up or their files would be destroyed. 
The WannaCry attack lasted for days and is 
thought to have cost billions.

The code behind the attack exploited a bug in 
Microsoft Windows that had been announced 
a few months earlier. Anyone not applying the 
patch to upgrade their machines was at risk. 
Hospitals were particularly at risk because they 

used tens of thousands of very old machines 
that were no longer supported with bug fixes. 
Until after the attack there were no patches for 
them to fix the problem WannaCry exploited. 
Researchers had pointed out this general 
problem with old medical computers years 
earlier, but not enough was done.

The malware contained a ‘kill switch’, added 
by the programmers who created the code. 
It checked a non-existent website. If it got a 
message from that website suggesting the 
website now existed then it stopped infecting 
machines. It may have been put there so 
that it could tell whether it was trapped on a 
honeypot computer or not (see ‘The Cyber-
Security Honeypot’). When malware tries 
to connect to a website, honeypots fake 
a reply from that website, so the malware 

cannot tell that it has no outside connection.
Software patches, the kill switch and code 
created by researchers all eventually helped 
to combat the attack and four days after the 
initial infection WannaCry was brought under 
control. 

As an added twist, the US security agency, 
the NSA, had apparently known about the 
flaw for a long time. They didn’t alert Microsoft 
about it immediately though, and instead 
developed software to exploit it themselves. It 
was part of their EternalBlue hacking software. 
Unfortunately, that program was stolen by 
hackers ... and WannaCry was based on it.

Everyone, whether individuals, companies 
or government agencies, need to be vigilant 
and work together on security. That includes 
governments themselves, who perhaps need 
to learn an extra lesson too. They often assume 
that they can set up systems that are somehow 
immune to security breaches, stockpiling tools 
as here, or putting lots of sensitive data in one 
place. They are just storing up bigger problems 
if they do.

Take a back-up
No one who paid the ransom has been 
reported to have had their data released. 
Researchers have found ways to get 
data back from some infected machines 
but not all. Hopefully, most of those who 
were attacked had their data backed up 
elsewhere so could just reinstall everything 
from scratch!

Why is it important to keep software up to date, installing patches as 
soon as they are released, and keeping regular backups? Hackers 
make use of unfixed bugs to attack machines and the consequences 
can be awful, as WannaCry showed. 
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Hackers know the really common passwords 
people use like ‘password’, ‘qwerty’ and 
‘12345678’ so will just try them as a matter 
of course until they very quickly come across 
one of the many suckers who used one. Even 
apparently less obvious passwords can be 
easy to crack, though. The classic algorithm 
used is a ‘dictionary attack’. 

The simple version of this is to run a program 
that just tries each word in an online dictionary 
one at a time as a password until it finds a 
word that works. It takes a program fractions 
of seconds to check every word like this. 
Using foreign words doesn’t help as hackers 
make dictionaries by combining those for 
every known language into one big universal 

dictionary. That 
might seem like 
a lot of words 
but it’s not for a 
computer.

You might think 
you can use 
imaginary words 
from fiction 
instead - names 
of characters 
in Lord of the 
Rings, perhaps, 
or the names of 
famous people. 
However, it is 
easy to compile 
lists of words 
like that too and 
add them to 
the password 

You might be surprised at how many people have something short, 
simple (and stupid!) like ‘password’ as their password. Some 
people add a number to make it harder to guess (‘password1’) but 
unfortunately that doesn’t help. For decades the official advice 
has been to use a mixture of lower (abc) and upper case (ABC) 
characters as well as numbers (123) and special characters (such 
as & or ^). To meet these rules some people substitute letters for 
numbers (for example 0 for O or 4 for A and so on). Following these 
rules might lead you to create something like “P4ssW0^d1” which 
looks like it might be difficult to crack, but isn’t. The problem is that 
people tend to use the same substitutions so password-crackers 
can predict, and so break, them too.

He attacked 
me with a 
dictionary!  
by Jo Brodie and Paul Curzon, Queen Mary University of London

cracking dictionary. If it is a word somewhere 
on the web then it will be in a dictionary for 
hacking use. 

Going a step further, a hacking program 
can take all these words and create versions 
with numbers added, 4 swapped for A, 
and so on. These new potential passwords 
become part of the attack dictionary too. 
More can be added by taking short words 
and combining them, especially ones that 
appear in well known phrases like ‘starwars’ or 
‘tobeornottobe’. 

The list gets bigger and bigger, but computers 
are fast, and hackers are patient, so that’s no 
big deal...so make sure your password isn’t in 
their dictionary!

How to 
create a good 
memorable 
password
So how do you come up with good 
passwords that you can remember? One 
way is to combine a series of random 
words that make a completely nonsense 
phrase that you can learn. Another is to 
take some kind of longish phrase and 
create a shortened version of it with letters 
either there or missing at random, so the 
final password has no complete words. 
The important thing is that it has to have 
some randomness in it! In all cases it’s still 
best to include some numbers, capitals 
and letters randomly as long as it is still 
easy to remember, and the longer the 
better.
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GPS, originally designed for the military, is now 
something everyone depends on. It guides 
drivers (and cars without drivers), shipping 
and aircraft rely on it and it is central to many 
location aware services whether labelling your 
photos, or telling you how far away the nearest 
pizza is. GPS receivers listen for signals from 
satellites, and, from the time it takes the signal 
to get to them, work out how far away they 
are. As the exact positions of the satellites are 
known, signals from four or more satellites 
is enough for your device to pinpoint exactly 
where you are on Earth using geometry.

The trouble is, it is possible to spoof the 
system, sending out powerful fake signals that 
appear to be from the real satellites. This can 
be used to make the receiver’s calculations 

go wrong, so that the geometry tells it it is 
somewhere else. 

More recently, similar strange things have 
been happening to ships at sea. Their GPS 
has been telling them they are somewhere 
they are not, suggesting the system may be 
being trialled as a mobile weapon. GPS was 
designed for military use, to guide fighter 
aircraft and missiles, so it’s not surprising really 
that ways to disrupt it have been developed. 
If perfected such a spoofing system might be 
used to guide ships, cars or people into traps, 
or the other side’s missiles to where you want 
them to go, rather than where they were sent. 
Turning the other side’s GPS into a weapon 
against them was always the next step of 
cyberwarfare.

People playing PokémonGo around the Kremlin in 2016 were some of 
the first to experience a new form of cyberwarfare: spoofing the GPS 
system. Pokémon vanished. Taxis ordered online also ended up in 
the wrong place. The Kremlin was protecting itself, though more likely 
from missiles than Pokémon players.
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Pokémon 
Lost  
by Paul Curzon, Queen Mary University of London

How to vanish
by Peter McOwan, Queen Mary 
University of London

Face recognition software is 
everywhere. It’s usually powered by 
an Artificial Intelligence method called 
‘deep learning’. In deep learning the 
program is exposed to thousands 
of images and slowly learns what 
the features are that make up a 
human face, or even a particular 
individual’s face. The computer extracts 
components from the image, such 
as length of the nose or width of the 
eyebrow. However, it has no real idea 
about faces. That differs from we 
humans who seem to store a portrait  
of the joined up structure of the face.

What happens when face recognition 
detects something without the expected 
pattern of bits of a face? Nothing! To the 
computer it is not a face, so “nothing 
to see here”. Enter computer scientists 
at Carnegie Mellon University. They’ve 
developed simple cardboard glasses 
which are covered in bright, seemingly 
chaotic patterns. They may not be 
stylish but the patterns confuse face 
recognition software. All the right bits 
are in the wrong order, so the software 
reports ... nothing. The team have 
even managed to create glasses which 
change your identity as calculated by 
the face recognising programs, putting 
other people’s bits where your bits 
are. Neither of the types of glasses 
fool a human observer. They just see 
a familiar face with funky glasses, but, 
in a world where face recognition is 
increasingly common, the glasses might 
provide a way to preserve your privacy 
from the artificial gaze of the machines.
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Back (page)  
under the duvet
by Peter W McOwan, Queen Mary University of London

The bed-o-scope
When you’re in bed, awake or asleep, 
your vital signs could be being sent to 
your doctor for analysis. Sensors built into 
smart beds can already record your weight, 
temperature, movements during the night 
and rate of breathing. This data can be 
used to score the quality of your sleep. They 
could even be connected to an artificial 
intelligence trained to recognise patterns 
that predict ill-health.

Bed bug: the Doctor will see you...while you 
sleep

On the up, with 
your mattress
The new material graphene is a near perfect 
conductor. That makes it possible to replace 
your spring or foam mattress with a mesh of 
magnetic levitators. The bed would provide 
support just where you need it, changing its 
softness and firmness as you move around 
in your sleep. Your restless sleep could even 
be converted into electricity to recharge 
your phone while you snooze or power other 
sensors around your bedroom that keep the 
temperature and humidity just right.

Bed bug: graphene in bed with you could 
spring some surprises 

Pillow frights
Thin polymer membranes can be woven 
into fabrics meaning your pillow case could 
monitor your sleeping body temperature 
and skin moisture levels to indicate stress 
or relaxation. They could also monitor your 
brain activity to ensure the alarm goes off 
at the right part of your sleep cycle instead 
of disturbing your sweet dreams, so you 
don’t wake up feeling groggy. Who knows it 
may even be able to process the electrical 
patterns of your brain activity and work out 
what you are dreaming about, waking you as 
a nightmare is about to start.

Bed bug: dream on or off 

Shedding in the 
Bedding 
Beds are filled with chemicals and bacteria 
we naturally shed when we sleep. That’s 
why it’s a good idea to change the bedding 
frequently. In the future, however, we 
may be kept odour and chore free with 
electroactive polymers. These can be woven 
into bed linen and allow small holes in the 
material to be opened and closed and for it 
to change shape. This would allow different 
shaped odour causing chemicals to pass 
through the pores or scents to be released 
to mask any smell. Bacteria can be kicked 
out by covering surfaces with micro spikes, 
which while being too small for our skins to 
feel, could be driven to vibrate and puncture 
the cell membranes of unwanted bacteria, 
destroying them.

Bed bug: clean and tidy at the click of a 
switch

A good night’s 
sleep ... a good 
night’s data
All this shows that computer scientists 
and their teams are working hard so we 
can sleep easy, and that beds are more 
than just a cosy place to hide on a wet and 
rainy school day. Just remember to buy 
the version with security turned on, or your 
night’s information might be available to 
everyone as you sleep.

A Challenge 
A hidden password lies in this mag. There’s 
a website file it will help you bag. The start 
of each story must be recovered.  Switch the 
order and secret discovered. 
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We all have those sort of days when we just want to stay in 
bed and pull up the duvet. Bed is one of our most private 
places. But in the near future our sleep havens could be 
a hotbed of computer tech as designers, engineers and 
computer scientists speculate on the beds of the future. 


